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LETTER OF TRANSMITTAL

HOUSE OF REPRESENTATIVES,
Washington, DC, April 25, 2006.
Hon. J. DENNIS HASTERT,

Speaker of the House of Representatives,
Washington, DC.

DEAR MR. SPEAKER: By direction of the Committee on Govern-
ment Reform, I submit herewith the committee’s seventh report to
the 109th Congress. The committee’s report is based on a study
conducted by its Subcommittee on National Security, Emerging
Threats, and International Relations.

ToM DAVIS,
Chairman.

(111)
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UPDATING NUCLEAR SECURITY STANDARDS: HOW LONG
CAN THE DEPARTMENT OF ENERGY AFFORD TO WAIT?

APRIL 25, 2006.—Committed to the Committee of the Whole House on the State of
the Union and ordered to be printed

Mr. Tom DAvis, from the Committee on Government Reform
submitted the following

SEVENTH REPORT

On April 6, 2006, the Committee on Government Reform ap-
proved and adopted a report entitled, “Updating Nuclear Security
Standards: How Long Can the Department of Energy Afford to
Wait?” The chairman was directed to transmit a copy to the Speak-
er of the House.

I. SUMMARY

The Government Reform Committee, National Security, Emerg-
ing Threats, and International Relations [NSETIR] Subcommittee
conducted an oversight investigation of Department of Energy
[DOE] efforts to improve nuclear facility security. The subcommit-
tee examined the DOE National Nuclear Security Administration
[NNSA] and the Office of Energy, Science and Environment [ESE]
to determine the reasons behind persistent reports of facility secu-
rity lapses.! The Department of Energy is the Nation’s custodian
for the protection of nuclear weapons, components and special nu-
clear material.

1Pre 9/11 reports include: NUCLEAR SECURITY: Improvements Needed in DOE’s Safeguards
and Security Oversight, GAO/RCED-00-62, Report to the Chairman, Committee on Commerce,
Feb. 24, 2000; Prepared testimony of Gary L. Jones, Associate Director, Government Account-
ability Office, NUCLEAR SECURITY: Security Issues at DOE and Its Newly Created National
Nuclear Security Administration, GAO/T-RCED-00-123, before the Subcommittee on Energy
and Power and the Subcommittee on Oversight and Investigations, Committee on Commerce,
Mar. 14, 2000; NUCLEAR SECURITY: Lessons to Be Learned from Implementing NNSA’s Secu-
rity Enhancements, GAO-02-358, Report to the Committee on Armed Services, Special Over-
sight Panel on Department of Energy Reorganization, Mar. 29, 2002; U.S. Nuclear Weapons
gomplex: Security at Risk, Project on Government Oversight, Washington, DC, 20001, Septem-

er 2001.
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The oversight investigation conducted by the subcommittee at-
tempted to identify systemic problems within the structure and
management of DOE. The investigation sought to make sure risk
management policies are threat-based, not artificially constrained
by the question, “How much security can we afford?” in the effort
to formulate and implement a new, post-9/11 security standard or
Design Basis Threat [DBT].

Without question, DOE nuclear warhead production plants, test
facilities, research labs, storage locations and decommissioned sites
are attractive targets for terrorists determined to turn modern
technology against us, and willing to die while doing so. The highly
enriched uranium [HEU] and plutonium [PU] held at various loca-
tions could be used as the core of an improvised nuclear device or
dispersed as a radiological weapon.

At the subcommittee’s request, the Government Accountability
Office [GAO] undertook a review of DOE nuclear material security
resulting in the release of a series of reports entitled, “Nuclear Se-
curity: NNSA Needs to Better Manage Its Safeguards and Security
Program, (May 30, 2003, GAO-03-471); Nuclear Security: DOE
Needs To Resolve Significant Issues Before It Fully Meets the New
Design Basis Threat, (April 27, 2004, GAO-04-623); and Nuclear
Security: DOE’s Office of the Under Secretary for Energy, Science
and Environment Needs to Take Prompt Action to Meet the New De-
sign Basis Threat, (July 15, 2005, GAO-05-611).

GAO found that DOE was not aggressively confronting the many
challenges posed by the need to secure a sprawling, aging infra-
structure against post-9/11 threats. In general, the DOE manage-
ment structure may not reflect current security imperatives. The
oversight investigation found substantial institutional, technical
and fiscal challenges faced by efforts to develop and implement a
strengthened DBT within a reasonable timeframe.

GAO examined the timeline for DBT implementation and found
it unrealistic. After September 11th, it took DOE too long to formu-
late the May 2003 DBT and the resulting DBT failed to capture
some elements of the threat. In significant respects, threats antici-
pated in the 2003 DBT did not parallel those identified in the intel-
ligence community’s Postulated Threat. Reduced threat levels,
called “dumming down the DBT” by one witness,2 were not ade-
quately justified. As a result, the May 2003 DBT was reviewed
again in response to GAO findings and congressional criticism.
DOE issued a revised DBT in October 2004. The 2004 DBT identi-
fied a larger terrorist threat for DOE sites. However, DOE does not
require full compliance until October 2008.

During a subcommittee hearing in the summer of 2005, internal
Department divisions erupted publicly concerning the 2004 DBT
levels. The subcommittee learned ESE officials believed that the
DBT was too demanding. Mr. Walsh, ESE Director of Security stat-
ed, “ I am not totally convinced that the current intelligence foun-
dation that really does go into developing a design basis threat

2Testimony of Danielle Brian, executive director, Project on Government Oversight, Emerging
Threats: Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on Na-
tional Security, Emerging Threats, and International Relations, House Committee on Govern-
ment Reform, Serial No. 108-62, p. 151, June 24, 2003.
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supports where we are right now.”3 On June 22, 2005, ESE Envi-
ronmental Management [EM] directed sites not to comply with
some aspects of the DBT.4 The following week, the Office of Secu-
rity and Safety Performance Assurance [SSA] informed ESE that
any deviations from the DBT would have to be approved by the
Secretary of Energy.? In November 2005, DOE announced revi-
sions 6 to the 2004 DBT. According to GAO, the 2005 DBT revisions
maintain the threat level found in the 2004 DBT for NNSA sites
protecting nuclear weapons, test devices, and completed nuclear as-
semblies. However, the 2005 DBT revisions did reduce the threat
level for ESE and NNSA sites protecting Category I special nuclear
material [SNM] such as nuclear weapon components, metals, and
oxides. The reduced threat level, however, is within the lower
range of adversaries contained in the Postulated Threat.?

Still, the stringent requirements of the 2004 DBT appear to have
transformed possession of special nuclear material from a pres-
tigious credential to a serious institutional liability. Facilities now
have a powerful incentive to blend down or consolidate dangerous
stocks.

In the aftermath of the September 11 terrorist attacks, DOE took
immediate steps to improve physical security by increasing the
level of security readiness from Security Condition [SECON] level
4 to SECON 2.8 The Secretary of Energy also established a set of
14 security initiatives, and took additional steps, to enhance short
and long-term security. DOE has prepared implementation plans
for each of the ESE sites possessing Category I special nuclear ma-
terial. A multi-discipline team has been created to review the DBT
and reassess divergence between DBT threat levels and the intel-
ligence community analysis. A Consolidation of Materials Task
Force has been formed and has compiled a list of excess material
in the effort to reduce the number of facilities housing special nu-
clear materials but as of the task force had not yet released a re-
port identifying short-term and long-term options for consolidation
and relocation, something the task force had promised to do in
2004.° Finally, the Cyber Security Oversight Office under DOE has
been working toward assessing and securing information assets
and systems.

3 Testimony of Robert Walsh, ESE Director of Security, Department of Energy, DOE/ESE Se-
curity: How Ready is the Protective Force? before the Subcommittee on National Security,
Emerging Threats, and International Relations, House Committee on Government Reform, Se-
rial No. 109-104, p. 104, July 26, 2005.

4Memorandum from Maurice Daugherty, Director of Safeguards and Security Emergency
Management to Ronald Bartholomew, Director, Safeguards and Security Savannah River Oper-
ations Office, June 22, 2005 (in subcommittee files).

5Memorandum from Marshall O. Combs, Director, Office of Security, SSA to Maurice
Daugherty, Director, Safeguards and Security/ ESE Environmental Management, July 1, 2005
(in subcommittee files).

6Nov. 29, 2005 memo concerning DBT revisions from Deputy DOE Secretary Clay Sell to
Linton F. Brooks, Under Secretary for Nuclear Security/Administrator for the National Nuclear
Security Administration [NNSA], David K. Garman, Under Secretary for Energy, Science and
Environment [ESE], and Glenn Podonsky, Director-Office of Security and Safety Performance
Assurance [SSA] (in subcommittee files).

7Email correspondence from Jonathan Gill, Senior Analyst, Government Accountability Office
to subcommittee staff, Mar. 28, 2006 (in subcommittee files).

8 DOE Notice 473.6 established Department security condition [SECON] levels.

9Testimony of Glenn Podonsky, Director, Office of Independent Oversight and Performance
Assurance, Department of Energy, Nuclear Security: Can DOE Meet Facility Security Require-
ments? (II) before the Subcommittee on National Security, Emerging Threats, and International
Relations, House Committee on Government Reform, Serial No. 108-237, p. 64, June 22, 2004.
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Charged by law to sustain the Nation’s nuclear deterrent capa-
bilities, DOE and NNSA have the unenviable task of balancing the
demands of that mission against the risks and costs of meeting se-
curity threats in a new and dangerous era. That balance must be
struck as openly and as effectively as possible so that nuclear secu-
rity, homeland security and national security will be protected.

A. FINDINGS

1. The Department of Energy lacks an overarching, coordinated
security policy to ensure effective safeguards are in place to protect
nuclear weapons assemblies, components, designs and special nu-
clear material.

2. Design Basis Threat [DBT] revisions are taking too long to im-
plement.

3. The Design Basis Threat has not been applied consistently
throughout Department of Energy facilities.

4. Maintaining the current far-flung Department of Energy nu-
clear complex of facilities housing special nuclear materials is not
cost effective and increases security risks.

5. Protective forces are experiencing reduced readiness, retention
problems, and fewer force-on-force performance tests.

B. RECOMMENDATIONS

1. The Secretary of Energy should designate an office responsible
for Department-wide security policies and should clarify the roles
and responsibilities of site offices and headquarters for conducting
security oversight.

2. The Secretary of Energy should develop and implement a co-
ordinated department-wide, multiyear, fully funded implementa-
tion plan for meeting new DBT requirements.

3. The Secretary of Energy should report regularly to relevant
congressional oversight committees on the status of DBT imple-
mentation plans including which sites and facilities are currently
considered to be high risk and what steps are being taken to miti-
gate those risks to acceptable levels.

4. The Secretary of Energy should develop a plan, timeline and
budget for the consolidation of special nuclear material.

5. The Secretary of Energy should develop and implement a com-
prehensive management plan to improve training, qualifications,
and technology available to security protective forces.

II. BACKGROUND

The Department of Energy [DOE] was created in 197710 to deal
with the oil price shocks caused by the Organization of Petroleum
Export Countries [OPEC]. The department was formed from the
consolidation of a number of agencies with energy-related missions.
These agencies included the Energy Research and Development Ad-
ministration [ERDA], the former Atomic Energy Commission
[AEC], the Federal Energy Regulatory Commission, the Federal

10The Department of Energy Organization Act, Public Law 95-91. The Department of Energy
officially began operations on Oct. 1, 1977. Pursuant to section 901 of the act, President Jimmy
Carter issued Executive Order 12009, prescribing Oct. 1, 1977 as the effective date of the act.
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Energy Administration, and several programs from the Department
of Interior.

DOE manages the Nation’s nuclear weapons production complex,
cleans up the environmental legacy from the production of nuclear
weapons, and conducts research and development on both energy
and basic science. The relative emphasis given to these missions
has changed over time. Early emphasis by the department on re-
search and initiatives to cope with the global energy crisis quickly
shifted to accelerated nuclear weapons production. However, by the
late 1980s, DOE funding priorities again shifted to cleaning up the
legacy of waste generated by the weapons complex. Since then,
DOE has placed increased emphasis on basic scientific research.
DOE also has a role in helping to ensure the security of the Na-
tion’s energy infrastructure. The result is a department with com-
plex and diverse missions. These diverse missions are largely im-
plemented by contractors to carry out the DOE program and
project activities at government-owned facilities and sites across
the country.l! The department contracts out more than 90 percent
of its budget 12 and has established an extensive network of field
offices to directly oversee the work of these contractors and address
other departmental responsibilities.

The Department of Energy is responsible for developing the na-
tional energy plan by coordinating and administering the energy
functions of the Federal Government. In addition, DOE is respon-
sible for long-term, high-risk research and development of energy
technology, Federal power marketing, energy conservation, and the
nuclear weapons program. In carrying out this multifaceted mis-
sion, the department employs a workforce of approximately 120,000
Federal and contractor employees and manages assets valued at
more than $128 billion, including a complex of national labora-
tories, nuclear weapon production facilities, and other research fa-
cilities.13

The Department of Energy’s overarching mission is to advance
the national, economic, and energy security of the United States;
to promote scientific and technological innovation in support of that
mission; and to ensure the environmental cleanup of the national
nuclear weapons complex. The Department has four strategic goals
toward achieving the mission:

e Defense Strategic Goal: To protect the national security by
applying advanced science and nuclear technology to the Na-
tion’s defense.

e Energy Strategic Goal: To protect national and economic se-
curity by promoting a diverse supply and delivery of reliable,
affordable, and environmentally sound energy.

e Science Strategic Goal: To protect national and economic se-
curity by providing world-class scientific research capacity
and advancing scientific knowledge.

11 DEPARTMENT OF ENERGY: Fundamental Reassessment Needed to Address Major Mis-
sion, Structure, and Accountability Problems, Government Accountability Office, GAO-02-51,
December 2001.

12Response to email inquiry from subcommittee staff to the Department of Energy (in sub-
committee files).

13 Special Report: Management Challenges at the Department of Energy, DOE Office of the In-
spector General DOE/IG-0712, December 2005.
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¢ Environment Strategic Goal: To protect the environment by
providing a responsible resolution to the environmental leg-
acy of the Cold War and by providing for the permanent dis-
posal of the Nation’s high-level radioactive waste.14

The Department of Energy has two major program offices. The
National Nuclear Security Administration and the Office of Energy,
Science and Environment have the day-to-day responsibility for all
DOE programs under their jurisdiction. NNSA is responsible for
developing, producing, and maintaining nuclear weapons, and in-
suring the security of those weapons, components, and special nu-
clear material while ESE is responsible for Federal energy-related
programs and environmental clean-up of former NNSA nuclear
weapon sites.

The Department of Energy has requested a budget of $23.5 bil-
lion for fiscal year 2007.15 The budget request includes $1.498 bil-
lion for NNSA, ESE, SSA and Information Management Security,
a decrease of approximately 1.3 percent over fiscal year 2006, for
security programs and implementation of safeguard requirements
identified in the Design Basis Threat.1®6 The security funding will
support DOE efforts to protect nuclear material, conduct perform-
ance assurance testing, and support programs to ensure security
systems are operational and functioning.

A. THE NATIONAL NUCLEAR SECURITY ADMINISTRATION [NNSA]

In 2000, the National Nuclear Security Administration 17 was es-
tablished within the Department of Energy as a semi-autonomous
agency with a mandate in a variety of security-related domains.
The NNSA is responsible for the research and development, pro-
duction, maintenance, storage, and transportation of the Nation’s
nuclear weapons arsenal. Congress established the NNSA to cor-
rect longstanding management and security problems including in-
effective controls over foreign visitors, weaknesses in efforts to con-
trol and protect classified and sensitive information, lax physical
security controls, ineffective management of personnel security
clearance programs, and weaknesses in tracking and controlling
nuclear materials.1® NNSA was established to be distinct from
DOE. To clearly show the separation of NNSA management from
the DOE organization, Congress laid out chains of command in
both DOE and NNSA that would insulate NNSA from DOE man-
agement and decision-making, except at the level of the NNSA Ad-
ministrator.

The nuclear weapons program is a multifaceted and hazardous
operation. The Department of Energy must maintain in readiness
a nuclear arsenal, maintain aging facilities, dismantle surplus

14 ]))epartment of Energy, About DOE, http://www.doe.gov/about/index.htm (accessed Feb. 28,
2006).

15 Fiscal Year 2007, Budget of the Department of Energy, Office of the Chief Financial Officer,
Washington, DC.

16 Department of Energy, Fiscal Year 2007 Congressional Budget Request, Budget Highlights,
Office of Management, Budget and Evaluation/CFO, February 2006.

17 National Security Administration Act, Public Law 106-65, Oct. 5, 1999.

18 Department of Energy, Views on DOE’s Plan to Establish the National Nuclear Security Ad-
ministration, Testimony of Gary L. Jones, Associate Director, Government Accountability Office,
GAO/T-RCED-00-113, Mar. 2, 2000.
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weapons, dispose of excess radioactive materials, clean up surplus
facilities, and construct new facilities.19

The National Nuclear Security Administration maintains the
safety, security, and reliability of the Nation’s nuclear stockpile,
manages nuclear non-proliferation efforts to reduce the threats
from weapons of mass destruction [WMD], and provides the U.S.
Navy with nuclear propulsion plants. The United States last pro-
duced a new nuclear weapon in 1990 and last conducted a nuclear
test in 1992.

The mission of the National Nuclear Security Administration is:

e To enhance U.S. national security through the military ap-
plication of nuclear energy.

¢ To maintain and enhance the safety, reliability, and perform-
ance of the U.S. nuclear weapons stockpile, including the
ability to design, produce, and test, in order to meet national
security requirements.

e To provide the U.S. Navy with safe, militarily effective nu-
clear propulsion plants and to ensure the safe and reliable
operation of those plants.

e To promote international nuclear safety and nonprolifera-
tion.

e To reduce global danger from weapons of mass destruction.
e To support U.S. leadership in science and technology.20

Nuclear weapons research, development, and production are con-
ducted at eight NNSA facilities,2! operated and maintained by out-
side contractors. Because the facilities house special nuclear mate-
rials used in the making of nuclear weapons and nuclear weapons
components, DOE and the NNSA administer security programs to
protect (1) against theft, sabotage, espionage, terrorism, or other
risks to national security and (2) the safety and health of DOE em-
ployees and the public.

Currently, the nuclear weapons complex has four production
sites:

e The Pantex Plant, Amarillo, Texas;

e The Y-12 Plant, Oak Ridge, Tennessee;

e The Kansas City Plant, Kansas City, Missouri;22 and
e The Savannah River Site, Aiken, South Carolina.23

In addition to the production sites, the complex includes the Ne-
vada Test Site and three national laboratories that design nuclear
weapons:

19 Defense Nuclear Facilities Safety Board, Sixteenth Annual Report to Congress, February
2006.

20 Department of Energy, National Nuclear Security Administration, About NNSA, Mission
Statement, http://www.nnsa.doe.gov/aboutnnsa.htm (accessed (Feb. 27, 2006).

21 DOE, National Nuclear Security Administration, Briefing Slide, DOE/NNSA Nuclear Weap-
ons Facilities (in subcommittee files).

22The Department of Energy, NNSA, Kansas City, Missouri facility, http://www.nnsa.doe.gov/
siteoffices.htm (accessed Mar. 6, 2006).

23 DOE, National Nuclear Security Administration, Briefing Slide, DOE/NNSA Nuclear Weap-
ons Facilities (in subcommittee files).
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e Lawrence Livermore National Laboratory, Livermore Califor-
nia

e Los Alamos National Laboratory, Los Alamos, New Mexico,
and

e Sandia National Laboratory, Albuquerque, New Mexico and
Livermore, California.24

NNSA relies on site contractors for implementation of safeguards
and security programs. The contractors are responsible for conduct-
ing day-to-day security activities and adhering to DOE policies for
operation of production and laboratory facilities.

Many of the sites contain substantial quantities of Category I
special nuclear material.25 Category I material includes plutonium
and uranium in the following forms:

¢ Assembled nuclear weapons and test devices;

e Products containing high concentrations of plutonium or ura-
nium, such as major nuclear components, and recastable
metal; and

e High-grade materials, such as carbides, oxides, solutions,
and nitrates.26

The risks this radioactive material poses vary, but include the
potential for sabotage, or theft for illegal use in a nuclear device.
Because these materials pose such risks, NNSA management of the
safeguards and security program, which includes overseeing con-
tractor activities, is essential to prevent an unacceptable, adverse
impact on national security.

B. THE OFFICE OF ENERGY, SCIENCE AND ENVIRONMENT [ESE]

The Office of Energy, Science and Environment is responsible for
the day-to-day management oversight of energy programs, science
and technology programs and environmental programs. The pro-
gram offices are:

Office of Science—Department of Energy science programs
provide through public-private partnerships, the technology ca-
pable of developing abundant, reliable, affordable and environ-
mentally sound energy supplies. This includes enhancing the
Nation’s energy supply by conducting R&D in renewable en-
ergy, oil, gas, coal, and nuclear energy. The mission of the Of-
fice of Energy Efficiency and Renewable Energy [EERE] is to
strengthen energy security, environmental quality, and eco-
nomic vitality in public-private partnerships that: (1) enhance
energy efficiency and productivity; (2) bring clean, reliable and
affordable energy technologies to the marketplace; and (3)

24 Thid.

25 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 2, Government Account-
ability Office, GAO-05-611, July 15, 2005.

26 Nuclear Security: NNSA Needs to Better Manage Its Safeguards and Security Program, Gov-
ernment Accountability Office, GAO-03-471, p. 2, May 2003.
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make a difference in the everyday lives of Americans by en-
hancing their energy choices and their quality of life.27

Office of Nuclear Energy, Science and Technology—The De-
partment of Energy is the single largest Federal Government
supporter of basic research in physical sciences in the United
States, providing more than 40 percent of total Federal funding
for this area. DOE has the oversight and is the principal Fed-
eral funding agency for research programs in nuclear physics,
and fusion energy sciences.28

Environmental Management—The Department of Energy is
responsible for cleaning up contaminated sites and disposing of
radioactive waste left behind as a byproduct of nuclear weap-
ons production, nuclear powered naval vessels and commercial
nuclear energy production. DOE must mitigate the risks and
hazards posed by the legacy of nuclear weapons production and
research.29

ESE is responsible for the management of five sites that possess
special nuclear material [SNM]. The five sites: 30

Responsible program office Site Location

Office of Environmental Management Savannah River Site Aiken, South Carolina

Office of Environmental Management ... Hanford Site ... Richland, Washington
Office of Nuclear Energy, Science, and Technology .......... Idaho National Laboratory .................... Idaho Falls, Idaho
Office of Nuclear Energy, Science, and Technology .......... Argonne National Laboratory-West . Idaho Falls, Idaho

Office of Science Oak Ridge National Laboratory ... Oak Ridge, Tennessee

Source: GAO.

NNSA and ESE offices are requesting nearly $1.194 billion for
security for fiscal year 2007.31 For the sake of comparison, NNSA
is requesting $746 million for security versus $448 million for ESE
security. Security funding requests by ESE program office are $296
million for Environmental Management, $77 million for Office of
Science, and $76 million for the Office of Nuclear Energy, Science,
and Technology.32

ESE relies on site contractors for implementation of safeguards
and security programs. The contractors are responsible for conduct-
ing day-to-day security activities and adhering to DOE policies for
operation of research and laboratory facilities and former nuclear
weapons sites. The sites possess Category I special nuclear mate-
rial. Category I material includes plutonium and uranium in the
following forms:

27The Department of Energy, Energy Programs, http:/www.energy.gov/energysources/
index.htm (accessed Feb. 28, 2006); http://www.energy.gov/energyefficiency/index.htm (accessed
Feb. 28, 2006).

28The Department of Energy, Science and Technology Programs, http:/www.energy.gov/
sciencetech/index.htm (accessed Feb. 28, 2006).

29The Department of Energy, Environmental Programs, http:/www.energy.gov/environment/
index.htm (accessed Feb. 28, 2006).

30 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 8, Government Account-
ability Office, GAO-05-611, July 15, 2005.

31Department of Energy, Fiscal Year Congressional Budget Request, Budget Highlights, Of-
ﬁcgzofb lganagement, Budget and Evaluation/CFO, February 2006.

2 Tbid.
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e products containing high concentrations of plutonium or ura-
nium, such as major nuclear components, and recastable
metal, and

¢ high-grade materials, such as carbides, oxides, solutions, and
nitrates.33

The risks this radioactive material poses vary, but include the
potential for sabotage, or theft for illegal use. Because these mate-
rials pose such risks, ESE management of the safeguards and secu-
rity program, which includes overseeing contractor activities, is es-
sential to prevent an unacceptable, adverse impact on national se-
curity.

ESE facilities are operated and maintained by outside contrac-
tors.34 Because these facilities house special nuclear materials used
for research, DOE administers security programs to protect (1)
against theft, sabotage, espionage, terrorism, or other risks to na-
tional security and (2) the safety and health of DOE employees and
the public.

C. OFFICE OF SECURITY AND SAFETY PERFORMANCE ASSURANCE [SSA]

In December 2003, Secretary of Energy Spencer Abraham an-
nounced the establishment of the new Office of Security and Safety
Performance Assurance,3®> combining the Office of Security [SO]
and the Office of Independent Oversight and Performance Assur-
ance [OA], to better coordinate the roles of independent oversight
and security policy organizations within the Department.36

According to DOE, SSA is responsible for the development, im-
plementation and assessment of safeguards and security policies
and posture. The Director of SSA reports directly to the Secretary
of Energy.37 The creation of the SSA office places added emphasis
and focus on security with the ultimate goal of providing the high-
est level of protection for the security of nuclear assets held by
DOE. According to the Director of SSA, the merging of SO and OA
will provide for better integration and collaboration among the se-
curity and oversight functions and will generate a synergy that will
facilitate communication and be more responsive to the security
needs of DOE.

SSA develops and promulgates DOE security policy. In addition,
the office is responsible for developing the Design Basis Threat
[DBT] to identify and characterize the range of potential adversary
threats to Department of Energy programs and facilities. To carry
out this mission, the SSA develops strategies and policies govern-
ing the protection of critical assets entrusted to the Department of
Energy.

33 Nuclear Security: NNSA Needs to Better Manage Its Safeguards and Security Program, Gov-
ernment Accountability Office, GAO-03-471, p. 2, May 2003.

34 Nuclear Security: Several Issues Could Impede the Abllzty of DOE’s Office of Energy, Science
and Environment to Meet the May 2003 Design Basis Threat, Testimony of Robin M. Nazzaro,
Director, Government Accountability Office, GAO-04-894T, p. 1, June 22, 2004.

35The Department of Energy, Press Release, Washington DC, Dec. 4, 2003, DOE Establishes
Office of Security and Safety Performance Assurance for Effective Implementation of Safeguards
& Security Policies.

36 The Department of Energy, Office of Security and Safety Performance Assurance [SSA],
http://www.ssa.doe.gov/mission—functions.html (accessed Feb. 28, 2006).

37The Department of Energy, Press Release, Washington DC, Dec. 4, 2003, DOE Establishes
Office of Security and Safety Performance Assurance for Effectwe Implementatwn of Safeguards
& Security Policies.
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Spqciﬁcally, the Office of Security and Safety Performance Assur-
ance is:

¢ Responsible for managing the DOE Safeguards and Security
Technology Development Program,;

¢ Developing policies designed to protect national security and
other critical assets entrusted to the Department of Energy;

e Analyzing department-wide safeguards and security policy
and standards designed to protect national security and
other critical assets;

e Provide an independent assessment of the effectiveness of se-
curity policies and programs.

SSA employs an oversight process that emphasizes performance
and performance testing for evaluating the effectiveness of contrac-
tor safeguards and security performance. To carry out this func-
tion, SSA periodically assesses both Federal and contractor oper-
ations for improvement, including the use of force-on-force exer-
cises. The office also performs follow-up reviews to ensure correc-
tive actions are implemented and weaknesses in safeguards and se-
curity are addressed appropriately. SSA also conducts ESE and
NNSA inspections to determine the effectiveness of safeguards and
security policies and programs; identifies and analyzes safeguards
and security policy issues, trends and directions; and develops in-
spection and assessment methods and technologies.

In addition to security oversight provided by SSA, NNSA and
ESE have the day-to-day oversight responsibility for contractors’
security programs. The program offices conduct annual security
surveys or surveillances at sites under their jurisdiction.

The end of the Cold War changed the Department’s focus from
building new weapons to extending the lives of existing weapons,
disposing of surplus nuclear material, and cleaning up no longer
needed weapons sites. NNSA is responsible for extending the lives
of existing weapons in the stockpile and for ultimately disposing of
surplus nuclear material, while ESE, Office of Environmental Man-
agement [EM] is responsible for cleaning up former nuclear weap-
ons sites. Contractors, who are responsible for protecting classified
information, nuclear materials, nuclear weapons, and nuclear
weapons components, operate NNSA and EM sites.

D. NNSA AND ESE SECURITY OFFICES

The SSA guides NNSA and ESE safeguards and security pro-
grams. NNSA and ESE are responsible for ensuring contractors’ se-
curity activities are effective and conform to SSA orders and policy
requirements. In conducting this oversight, NNSA and ESE gen-
erally use certain key processes intended to identify specific secu-
rity weaknesses at laboratory, production facility and environ-
mental sites and ensure weaknesses are corrected. These processes
include annual comprehensive surveys and ongoing reviews of con-
tractor security programs.
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The Office of Defense Nuclear Security is responsible for security
activities at NNSA laboratories and production facilities.38 The of-
fice develops agency security programs, including protection, con-
trol, and accountability for nuclear material and ensuring physical
security for all facilities in the complex. Through various contract
mechanisms, NNSA provides financial incentives for contractor
performance. NNSA assesses this performance based on the extent
contractors meet performance standards, which are established in
annual performance plans.

Unlike NNSA, ESE does not have a consolidated headquarters
security office with direct security budget oversight of program of-
fices. In April 2005, the ESE Undersecretary stated ESE was com-
posed of “institutional stovepipes” and that this structure has ham-
pered strategic security management within ESE.3° As a result,
the Undersecretary for ESE appointed a director of ESE security
in June 2005. Nevertheless, the ESE Security Director does not
have budget authority or policy direction responsibilities nor does
he have a dedicated staff as found in NNSA. Because of this, each
ESE program office is organized and staffed differently. For exam-
ple, the Office of Environmental Management’s headquarters secu-
rity office has more than 17 professional security personnel on
staff. In contrast, the headquarters offices of Science and of Nu-
clear Energy, Science and Technology each have only one or two se-
curity professionals on staff respectively. According to GAO, this
situation may be problematic because security responsibilities are
inclregging with the consolidation of sites and special nuclear mate-
rials.

DOE’s overall security policy is contained in DOE Order 470.1,
Safeguards and Security Program, which was originally approved
in 1995. The key component of the DOE approach to security is the
Design Basis Threat [DBT], a classified document that identifies
the characteristics of the potential threats to DOE assets.41

E. DESIGN BASIS THREAT

The Design Basis Threat identifies and characterizes potential
attacks against DOE programs and facilities. The DBT is based on
the Postulated Threat, the official assessment by the intelligence
community of potential terrorist strategies against DOE facilities.
DOE, DOD, FBI, CIA and the Nuclear Regulatory Commission
[NRC] participated in the development of the postulated threat.
The DBT is an integral part of DOE efforts to secure and sustain
domestic production and control of nuclear materials. Detailed ele-
ments of the new DBT are classified.

The DBT describes adversaries, such as terrorists, criminals, and
foreign intelligence agents, in terms of their tactics, equipment,
level of training, level of motivation, and other characteristics. The
DBT is used to assist DOE analysts in evaluating specific
vulnerabilities. The DOE DBT has been coordinated historically

38 Department of Energy, NNSA Organization Chart, Feb. 6, 2005, http:/www.nnsa.doe.gov/
docs/orgcharts/NNSAOrgcharts.pdf (accessed Feb. 15, 2006).

39 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 29, Government Account-
abi})i%% dOfﬁce, GAO-05-611, July 15, 2005.

id.

41Thid. p. 8.
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with the Department of Defense [DOD] and the Nuclear Regulatory
Commission [NRC]42 to ensure that similar national security as-
sets are provided equivalent protection regardless of what agency

has primary custody.43
The DBT is used to:

e Develop overall safeguards and security program require-
ments;

e provide the basis for site specific safeguards and security
program planning, implementation, and facility design; and,

e provide the basis for evaluating the effectiveness of systems
that are implemented.

After the events of September 11, 2001, DOE began to reassess
and improve the physical security at NNSA and ESE sites. In May
2003, the Department of Energy issued an updated DBT. Reflecting
the post-September 11, 2001 environment, the 2003 DBT 44 is sub-
stantially different and a somewhat more demanding document
than the previous DBT which had last been updated in 1999.

The 2003 DBT represents a departure from earlier DBTs in its
basic structure. Specifically, as discussed in the GAO report, Nu-
clear Security: DOE Needs To Resolve Significant Issues Before It
Fully Meets the New Design Basis Threat, key differences from the
1999 DBT include the following:

Increased adversary threat levels. The 2003 DBT increases the
terrorist threat levels for the theft of the department’s highest
value assets, special nuclear material, although not in a uniform
way. The 1999 DBT required ESE and NNSA sites to protect
against a single terrorist threat level. Under the 2003 DBT how-
ever, the theft of a nuclear weapon or test assembly is judged to
be more attractive to terrorists, and sites that have these assets
are required to defend against a substantially higher number of ad-
versaries than are other ESE and NNSA sites that possess other
forms of Category I special nuclear material. For example, the
Pantex Plant, which, among other things, assembles and disassem-
bles nuclear weapons, is required to defend to a higher level than
sites such Los Alamos or Y-12, both of which fabricate nuclear
weapons components. DOE calls this a graded threat approach.

Specific protection strategies. In line with the graded threat ap-
proach and depending on the type of materials possessed and the
likely objective of the terrorist group, sites are now required to im-
plement specific protection strategies, such as denial of access, de-
nial of task, or containment with recapture for their most sensitive
facilities and assets.

Wider range of terrorist objectives. The 2003 DBT recognizes a
wider range of terrorist objectives, particularly in the area of radio-

42 Nuclear Security: DOE Needs To Resolve Significant Issues Before It Fully Meets the New
Design Basis Threat, Government Accountability Office, GAO-04-623, p. 17, Apr. 27, 2004.

43 According to GAO, after 2003, there was a lack of coordination between these agencies. As
a result, the subcommittee asked GAO to investigate the comparability of the DOE and the NRC
DBTs for protection of special nuclear material. The GAO report should be completed by July
2006.

44 Design Basis Threat for the Department of Energy Programs and Facilities, (UNCLASSI-
FIED), Short Title: Unclassified Design Basis Threat, U.S. Department of Energy, Office of Safe-
guards and Security, May 2003.
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logical, chemical, and biological sabotage. The 2003 DBT requires
the development of protection strategies for a range of facilities,
such as some radioactive waste storage areas, that were not cov-
ered under the previous DBT.

Complexity. With a graded approach and broader coverage, the
new DBT is a more complex document than its predecessor. The
1999 DBT was 9 pages long, while the 2003 DBT is a far more de-
tailed 48 pages.

Depending on the material, protective systems at DOE Category
I special nuclear material sites are designed to accomplish the fol-
lowing objectives in response to the terrorist threat:

Denial of access. For some potential terrorist objectives, such as
the creation of an improvised nuclear device, DOE may employ a
protection strategy that requires the engagement and neutraliza-
tion of adversaries before they can acquire hands-on access to the
assets.

Denial of task. For nuclear weapons or nuclear test devices that
terrorists might seek to steal, DOE requires the prevention and/or
neutralization of the adversaries before they can complete a specific
task, such as stealing devices.

Containment with recapture. Where the theft of nuclear material
is the likely terrorist objective, DOE requires that adversaries not
be allowed to escape the facility and that DOE protective forces re-
capture the material as soon as possible. This objective requires the
use of specially trained and well-equipped response teams.

GAO released the report, Nuclear Security: DOE Needs To Re-
solve Significant Issues Before It Fully Meets the New Design Basis
Threat, (GAO-04—-623) at the April 27, 2004 subcommittee hearing
and testified about how well DOE is positioned to protect the nu-
clear weapons, material, and operations from today’s threat.45 In
part, as a result of the subcommittee’s investigation of DOE facility
security, DOE Secretary Spencer Abraham announced on May 7,
2004 a series of new facility security initiatives. These included en-
hancing protective forces, consolidating nuclear material, protecting
sensitive information and a re-examination of the 2003 Design
Basis Threat.46

As a result of Secretary Abraham’s May 7th Energy Security Ini-
tiatives,4” DOE issued a revised DBT in October 2004. The 2004
DBT identified a larger terrorist threat for DOE sites than had the
previous DBT and merged and simplified threat levels [TL] and
sabotage threat levels [STL] into 4 threat levels. In addition, the
2004 DBT required a reexamination of the security posture at each
facility, how the threat level will be met and incorporating impro-
vised nuclear device [IND], radiological sabotage and measures to
mitigate airborne threats into the highest TL [TL1].48

45 Prepared testimony of Robin Nazzaro, Director, Government Accountability Office, Nuclear
Security: Can DOE Meet Facility Security Requirements? before the Subcommittee on National
Security, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-237, pps. 10-12, Apr. 27, 2004.

46 Department of Energy Security Initiatives, May 7, 2004 (in subcommittee files).

47]bid. p. 3, Revising Threat Assessments.

48 Office of Security and Safety Performance Assurance briefing slides, Significant Events
Leading to Current DBT Policy, pgs. 8-10, March 2005 (in subcommittee files).
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DOE acknowledges that meeting the 2004 DBT requires an inte-
grated security approach for the Department of Energy that will
deploy security-based technical solutions to reduce the need for an
increased protective force, consolidate special nuclear materials by
reducing the quantities of materials and the number of locations at
which the materials are stored, and deploy an elite protective force
that is trained and equipped to meet a more capable attacking
force. Because the 2004 DBT contains more challenging threat lev-
els than the 2003 DBT, achievement of DBT-compliance was
changed from October 2007 to August 2008.

In 2005, the DBT was again modified. The Deputy Secretary di-
rected the annual review of the DBT be completed on an acceler-
ated schedule 4® and as a result, changes to the 2004 DBT were an-
nounced in November 2005.50 According to GAO, the 2005 DBT re-
duces the level of threat at most ESE and NNSA sites.51

III. DISCUSSION
A. FINDINGS

1.The Department of Energy lacks an overarching, coordinated secu-
rity policy to ensure effective safeguards are in place to protect
nuclear weapons assemblies, components, designs and special
nuclear material

The Department of Energy lacks a standardized, universally ap-
plicable security policy, making it extremely difficult for NNSA and
ESE site offices to effectively oversee security activities. GAO re-
ported on security at NNSA sites in May 2003 and April 2004.
GAO found that NNSA needed to improve management of safe-
guards and security programs and that while some action had been
taken in response to the terrorist attacks of September 11, 2001,
additional action was needed to ensure that DOE sites were ade-
quately prepared to defend themselves. NNSA was criticized for not
being effective. Ms.

Robin Nazzaro, Director of Natural Resources and Environment
of the Government Accountability Office explained in her June 24,
2003 testimony that the NNSA had not yet fully defined clear roles
and responsibilities for headquarters and site operations. The man-
agement structure is consistently in flux, rendering NNSA site of-
fices inconsistent in their assessment of contractor safeguards and
security activities. When problems are identified, NNSA contrac-
tors do not consistently conduct the analysis DOE policy requires
in preparing corrective action plans. Ms. Nazzaro also criticized
NNSA for being understaffed and having shortfalls in the expertise
needed to effectively oversee contractors.’2 Furthermore, in their

49 Memorandum for Deputy Secretary Clay Sell, Nov. 28, 2005 from Glenn S Podonsky, Office
of Security and Safety Performance Assurance (in subcommittee files).

50 Memorandum for Linton Brooks, Administrator, National Nuclear Security Administration,
Davis Garman, Under Secretary, Energy, Science and Environment and Glenn Podonsky, Direc-
tor, Office of Security and Safety Performance Assurance, Nov. 29, 2005 from Deputy Secretary
Clay Sell (in subcommittee files).

51 Email correspondence from Jonathan Gill, Senior Analyst, Government Accountability Of-
fice to subcommittee staff, Mar. 28, 2006 (in subcommittee files).

52 Testimony of Robin Nazzaro, Director, Government Accountability Office, Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, pps. 67, June 24, 2003.
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testimonies on June 22, 2004, both Ms. Nazzaro and Ms. Danielle
Brian, executive director of the Project on Government Oversight,
claimed the lack of coordination between the labs and the leader-
ship at headquarters within DOE is a major cause for concern and
therefore, indicates the need for an overarching security policy.53
Since that time, NNSA has strengthened its security organization
and clarified roles and responsibilities. However, the effectiveness
of these reforms has not been fully assessed.

According to GAO, ESE headquarters is also not well suited to
meet the challenges associated with implementing the 2004 DBT.54
Specifically, there is no centralized ESE security organization. The
individual who serves as the ESE Security Director has no pro-
grammatic authority. The lack of authority limits the director’s
ability to facilitate ESE and DOE-wide cooperation on such issues
as facility security, nuclear material down-blending and SNM con-
solidation at ESE sites.5> It was only in early July 2005 that DOE
finally appointed a permanent ESE Director of Security. The reac-
tion of the ESE Director of Security to GAO’s concern about the
lack of programmatic authority was tepid at best. According to the
ESE Director of Security, formalizing the position of ESE Director
of Security in early July 2005 was responsive to GAQO’s rec-
ommendation in this area.’6 However, GAO believes the ESE Di-
rector failed to address GAQO’s underlying concern that the position
of ESE Security Director does not have direct programmatic au-
thority for facility security, nuclear material down-blending and
SNM consolidation at ESE sites.57

2. The Design Basis Threat [DBT] is taking too long to implement

The Design Basis Threat for the Department of Energy was re-
vised in 2003, 2004 and 2005. The latest DBT security standards
are to be implemented by 2008. Because of this lengthy implemen-
tation period, there is a risk that terrorists might seek to exploit
lingering vulnerabilities in nuclear facility defenses. There are a
variety of factors contributing to the lengthy implementation proc-
ess. These include development of the 2003 DBT which took almost
2 years because of delays in developing the Postulated Threat, the
lengthy comment and review process at DOE for developing a pro-
tection policy, the sharp debates within DOE and other government
organizations over the size and capabilities of terrorist threats and

53 Testimony of Robin Nazzaro, Director, Government Accountability Office and Ms. Danielle
Brian, executive director, Project on Government Oversight, Nuclear Security: Can DOE Meet
Facility Security Requirements? (II) before the Subcommittee on National Security, Emerging
Threats, and International Relations, House Committee on Government Reform, Serial No. 108—
237, p. 38, June 22, 2004.

54 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 5, Government Account-
ability Office, GAO-05-611, July 15, 2005.

55 Ibid. p. 6.

56 Prepared testimony of Robert Walsh, ESE Director of Security, Department of Energy,
DOE/ESE Security: How Ready is the Protective Force? before the Subcommittee on National
Security, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 109-104, pps. 90-91, July 26, 2005.

57 Prepared testimony of Gene Aloise, Director, Government Accountability Office, DOE/ESE
Security: How Ready is the Protective Force? before the Subcommittee on National Security,
Emerging Threats, and International Relations, House Committee on Government Reform, Se-
rial No. 109-104, p. 25, July 26, 2005.
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the availability of resources to meet those threats.58 As a result,
GAO doubts DOE will be able to fully implement the standards set
in the DBT before 2008.59 According to GAO, serious improvements
must be made at each Category I nuclear site under DOE in order
to meet the DBT implementation deadline.60 Second, it is taking
too long to implement because there is a lack of coordination
among DOE offices, sites and contractors, and a lack of focused
funding needed to implement the DBT.61

Ronald E. Rimm, president of RETA Security Inc., in testimony
on June 24, 2003, explained that “the necessary implementation
schedule for funding security improvements are not required to be
completed until 2009 with the actual implementation to follow
some time later.”62 Ms. Nazzaro, in April 27, 2004 testimony ex-
plained that a faster process to reach consensus on policy within
DOE is needed since adversaries have the ability to move and
adapt extremely quickly.63

GAO reported that DOE has been slow to resolve a number of
significant issues, such as issuing additional DBT implementation
guidance, developing DBT implementation plans, and developing
budgets to support these plans, that may affect the ability of its
sites to fully meet the threat contained in the DBT in a timely
fashion. Consequently, DOE’s deadline to meet DBT requirements
is probably not realistic and will not be met for some sites.64

As an example, in March 2006, subcommittee staff met with
GAO and learned the ESE Savannah River site [SRS] and Oak
Ridge site (Y-12) are at different stages in complying with the 2003
DBT. SRS expects to be fully compliant with all aspects of the DBT
by the end of the fiscal year 2006. Compliance relies on the comple-
tion of a number of projects and efforts including the installation
of interlocking vehicle barriers, deployment of armored vehicles,
and installation of hardened fighting positions, all of which appear
to be funded and on schedule.

In contrast, Y-12 has been compliant with portions of the 2003
DBT since February 2004. This includes strict protection require-
ments for some assets and facilities. However, the universal appli-
cation of stricter protection requirements will not be completed
until 2008. Both sites have developed broadly similar visions for
complying with the 2004 and 2005 DBT. Implementation of those
plans, however, will require adequate funding and the completion
of key and often interdependent activities, especially at Y-12. Ac-

58 Nuclear Security: DOE Needs To Resolve Significant Issues Before It Fully Meets the New
gggign Basis Threat, Government Accountability Office, GAO-04—623, Highlights Page, Apr. 27,

59 Ibid. p. 6.

60Thid. p. 7.

61 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, pps. 29-30, Government Ac-
countability Office, GAO-05-611, July 15, 2005.

62 Prepared testimony of Ronald E. Rimm, president, RETA Security, Inc., Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, p. 169, June 24, 2003.

63 Testimony of Robin Nazzaro, Director, Government Accountability Office, Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, p. 37, June 24, 2003.

64 Nuclear Security: DOE Needs To Resolve Significant Issues Before It Fully Meets the New
Design Basis Threat, Government Accountability Office, GAO-04-623, Highlights Page, Apr. 27,
2004.
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cordingly, Y-12 appears at greater risk for not meeting its 2005
DBT requirements by the end of fiscal year 2008.

3. The Design Basis Threat has not been applied consistently
throughout the Department of Energy

One of the reasons DOE officials have not applied the DBT con-
sistently throughout the Department of Energy is because of cul-
tural resistance and the belief by some that the Postulated Threat
applied only to sites containing nuclear weapons and or weapon
parts. As an example, ESE Hanford sites were required to imple-
ment the original 2003 DBT denial strategy by fiscal year 2006
even though the 2004 DBT denial strategy changed the implemen-
tation date to fiscal year 2008.5 However, a June 22, 2005 a memo
from Maurice Daugherty, Director of Safeguards and Security
Emergency Management, delayed the Hanford denial strategy until
2008 even though the sites had not yet begun implementation of
the 2003 DBT denial strategy.6 On July 1, 2005, in a memoran-
dum to ESE EM, SSA objected to delaying the implementation of
the denial strategy and ESE rescinded the delay.67

GAO disagreed with that assessment. According to Ms. Nazzaro,
“we felt that the Department did not do an adequate job of justify-
ing why they were differentiating between sites that had nuclear
weapons and those that had nuclear materials.” 68 Ms. Nazzaro
went on to say, “there was no justification for these deviations
other than we understand there were serious concerns over budget,
as to whether they would have enough money to be able to imple-
ment the new design basis threat.” ¢ Ms. Brian testified that “the
threat of an improvised nuclear device should really be the stand-
ard of whether a site should be reaching the highest levels of secu-
rity, and not whether there is a full-up weapon there.” 70 The sub-
committee notes that the 2004 and 2005 DBT, when fully imple-
mented, will have largely addressed this issue.

To successfully defend against the larger terrorist threat con-
tained in the 2004 DBT, DOE and ESE officials recognized they
need to take several prompt and coordinated actions. These include
transformation of the protective force into an elite force, develop-
ment and deployment of new security technologies and the consoli-
dation of special nuclear material.”1

GAO is concerned about the use of inconsistent assessments of
contractor security activities. According to GAO, this lack of con-
sistency occurs in part because site offices have assumed new over-
sight responsibilities without clear guidance on how to carry out

65 Memorandum from Maurice Daugherty, Director of Safeguards and Security Emergency
Management to Ronald Bartholomew, Director, Safeguards and Security Savannah River Oper-
atiﬁ%rii gfﬁce, June 22, 2005 (in subcommittee files).

id.

67Memorandum from Marshall O. Combs, Director, Office of Security, SSA to Maurice
Daugherty, Director, Safeguards and Security/ ESE Environmental Management, July 1, 2005
(in subcommittee files).

68 Testimony of Robin Nazzaro, Director, Government Accountability Office, Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, p.43, June 24, 2003.

69 Ibid.

70 Ibid.

71 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 4, Government Account-
ability Office, GAO-05-611, July 15, 2005.
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those responsibilities.”2 DOE policy requires contractors to prepare
corrective action plans for identified problems and to ensure those
actions are based on documented root cause analysis,”3 risk assess-
ment, and cost-benefit analysis.”* GAO found NNSA contractors
have not consistently prepared effective, formal root cause analyses
when developing corrective action plans for identified deficiencies.
GAO found that less than half of the contractors had performed the
required root cause analysis. In some cases, the root cause analysis
was poorly prepared.”’> This resulted in confusion and contradic-
tions in correcting site security deficiencies.

4. Maintaining the current far-flung Department of Energy nuclear
complex of facilities housing special nuclear materials is not
cost effective and increases security risks

There are many reasons why maintaining Department of Energy
nuclear materials and components across the country is not cost ef-
fective and poses higher security risks. Ms. Brian, in her June 24,
2003 testimony, explained that “DOE weapons-quantity special nu-
clear materials are stored at 10 fixed sites even though most have
virtually no national security mission. DOE cannot currently ade-
quately protect this material, and security at each site unneces-
sarily increases redundancies and costs. Not only do the unneces-
sary sites cost the taxpayers billions annually, but they also
present a significant health and safety risk to nearby commu-
nities.” 76

Those 10 major sites have weapons-grade plutonium [PU] and/or
highly-enriched uranium [HEU] in sufficient quantities for a nu-
clear device. Ms. Brian stated that these sites which house nearly
1,000 tons of weapons-grade plutonium and highly enriched ura-
nium have at times failed to protect this material during force-on-
force exercises. Many of these sites are located near metropolitan
areas, including the San Francisco Bay area, Albuquerque and
Knoxville.”7 Furthermore, the Office of Secure Transportation
[OST] under DOE moves weapons-grade Special Nuclear Materials
[SNM] across the country on public, interstate highways, creating
even more vulnerabilities.”® Glenn Podonsky, Director of the Office
of Independent Oversight and Performance Assurance of the DOE,
explained that having so many sites makes DOE and the United
States more vulnerable because more targets are created.”® With

72 Testimony of Robin Nazzaro, Director, Government Accountability Office, Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, p. 7, June 24, 2003.

73 Failure analysis reports provide a clear picture of the root cause, and include recommenda-
tions to avoid future failures from security design through implementation.

74 Nuclear Security: NNSA Needs to Better Manage Its Safeguards and Security Program,
GAO-03-471, pps. 2-3, May 30, 2003.

75 Nuclear Security: NNSA Needs to Better Manage Its Safeguards and Security Program,
GAO-03-471, p. 5, May 30, 2003.

76 Prepared statement of Danielle Brian, executive director, Project on Government Oversight,
Emerging Threats: Assessing Nuclear Weapons Complex Facility Security before the Subcommit-
tee on National Security, Emerging Threats, and International Relations, House Committee on
Government Reform, Serial No. 108-62, p. 103, June 24, 2003.

771bid. p. 149.

781bid. p. 107.

79 Testimony of Glenn Podonsky, Director, Office of Independent Oversight and Performance
Assurance, Department of Energy, Nuclear Security: Can DOE Meet Facility Security Require-

Continued
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fewer sites, DOE could better coordinate efforts, focus and further
enhance security measures. The number of DOE sites containing
nuclear material has remained a security concern. In July 2005,
Mr. Aloise stated, “the consolidation of materials in fewer places
would increase security.” 80

5. Protective forces are experiencing reduced readiness, retention
problems, and fewer force-on-force performance tests

The subcommittee found weapon specifications, protective equip-
ment and training were not consistent at DOE sites containing spe-
cial nuclear material. DOE Inspector General Friedman stated,
“Between 2003 and 2005, we identified issues regarding protective
force overtime and training. In one review, which included five De-
partment sites, we found the Department faced significant in-
creases in unscheduled protective force overtime. Further, we noted
protective force morale and retention problems due to mandatory
overtime and reduced training opportunities. In a review with the
Department’s Oak Ridge Reservation, we found that contractor pro-
tective force personnel spent, on average, about 40 percent less
time on combat readiness refresher training than that specified in
the training plan approved by Federal site managers, and that the
personnel worked in excess of the Department’s optimum 60-hour
per week threshold. In a third review we found that 10 of the 12
sites made significant modifications to the Department’s estab-
lished protective force core curriculum. This raised questions about
the effectiveness of the training received by the affected protective
force personnel, as well as the validity of the core curriculum.” 81

While GAO found that protective forces at ESE sites are gen-
erally meeting current DOE requirements, some weaknesses were
identified in ESE protective force practices that could adversely af-
fect the current readiness to defend ESE sites. These include pro-
tective force officers’ lack of regular participation in force-on-force
exercises; the frequency and quality of training opportunities; the
lack of dependable communications systems; and insufficient pro-
tective gear, including protective body armor and chemical protec-
tive gear; and the lack of armored vehicles.82

Mr. Aloise of GAO stated:

Regarding readiness, we found that protective forces at the
five ESE sites, with weapons-grade nuclear material, gen-
erally meet readiness requirements. Specifically, protective
forces at the Savannah River site, Hanford site, Idaho, and
Argonne West, and Oak Ridge National Lab generally com-
ply with DOE standards for firearms proficiency, physical
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80 Testimony of Gene Aloise, Director, Government Accountability Office, before the Sub-
committee on National Security, Emerging Threats, and International Relations, House Commit-
tee on Government Reform, DOE/ESE Security: How Ready is the Protective Force? Serial No.
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fitness and equipment, and had the required training pro-
grams and facilities. However, we did find weaknesses
that could impact the protective forces’ ability to defend
their sites. For example, most officers we spoke with were
concerned about the quality and realism of their training.
Further, because DOE neither sets standards for, nor
tracks individual participation in force-on-force exercises,
it was difficult to determine how many officers had this
important training.83

Mr. Aloise went on to say:

Another weakness identified by protective force officers at
all five sites concerned problems with their radios. Some
said that the radios could not be relied on in the event of
a terrorist attack. In addition, although most protective
forces are required to have access to body armor, at one
site we found that body armor had not been issued for
most officers. Another site did not have its own special re-
sponse team. In the event of an attack, one of the jobs of
a special response team would be to recover stolen nuclear
material. In addition, the capability of some of the protec-
tive forces to fight during a chemical or biological attack
varied. Specifically, two sites expected and provided equip-
ment for most of their forces to fight in contaminated
areas. Another site did not provide any equipment. Indeed,
it expected its teams to evacuate the site with other work-
ers. Yet another site expected its forces to fight in a chemi-
cally contaminated area, but did not provide protective
gear. Another weakness we observed was that only one of
the five sites had armored vehicles. In contrast, all six
NNSA sites with weapons-grade nuclear material have ar-
mored vehicles.84

Ms. Nazzaro and Mr. Podonsky also described problems associ-
ated with the Department of Energy’s protective force in their June
24, 2003 testimonies. Ms. Nazzaro stated “DOE and NNSA took
immediate steps to improve security in the aftermath of the Sep-
tember 11 terrorist attacks. For example, DOE and NNSA moved
to a higher level of security that required, among other things,
more vehicle inspections and security patrols. DOE and NNSA also
conducted a number of security-related reviews, studies and analy-
sis and increased communication with Federal, State and local offi-
cials. While these steps are believed to have improved DOE’s and
NNSA’s security posture, they have been expensive. These steps
have required extensive overtime, which has had a considerable
negative effect on DOE’s and NNSA’s protective force through fa-
tigue, reduced readiness, retention, and reduced training.” 85

83 Testimony of Gene Aloise, Director, Government Accountability Office, DOE/ESE Security:
How Ready is the Protective Force? before the Subcommittee on National Security, Emerging
Threats, and International Relations, House Committee on Government Reform, Serial No. 109—
104, p. 8, July 26, 2005.
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85 Testimony of Robin Nazzaro, Director, Government Accountability Office, Emerging Threats:
Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on National Se-
curity, Emerging Threats, and International Relations, House Committee on Government Re-
form, Serial No. 108-62, pps. 7-8, June 24, 2003.
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Mr. Podonsky also explained that because of the heightened secu-
rity level, DOE must rely on the use of overtime until new hires
are cleared and trained to perform their duties. “As a result, pro-
tective force personnel testing and training have been reduced or
deferred because existing manpower is stretched to the limit.” 86
Mr. Podonsky believes enhancing the integration of manpower and
technology, creating more effective barriers, further consolidating
security assets, and initiating extensive performance testing to en-
sure system effectiveness are necessary to mitigate the aforemen-
tioned problems with the security forces.87

B. RECOMMENDATIONS

1. The Secretary of Energy should designate an office responsible for
Department-wide security policies and should clarify the roles
and responsibilities of site offices and headquarters for conduct-
ing security oversight

Many of the problems found in security management, consensus
on security policy and implementation of the DBT would be miti-
gated with the creation of an overarching security office that would
delegate the role and responsibilities of all security divisions within
DOE. This is especially important to bridge the gulf between NNSA
and ESE security. According to GAO, there is no centralized secu-
rity organization within the Office of the Under Secretary, ESE.88
The ESE Security Director does not have programmatic or budget
control of security at ESE sites. Mr. Aloise stated, “DOE needs to
establish a centralized security office within ESE to help meet the
challenges of implementing the new design basis threat.” 89

Mr. Podonsky stated, “we also endorse GAO’s recommendation to
establish an ESE security organization. As it is up to the Under
Secretary to determine the best way to manage ESE, we believe
that an appropriate security organization at the highest level with-
in ESE and with appropriate authorities delegated could facilitate
effective and efficient management of security resources and imple-
mentation of required upgrades. Security upgrades will involve
substantial effort over the next two years, and if ESE is to achieve
protection upgrade goals by October 2008, this sizeable effort must
be well coordinated and well managed and fully endorsed by the
Under Secretary for ESE.” 90

86 Testimony of Glenn Podonsky, Director, Office of Independent Oversight and Performance
Assurance, Department of Energy before the Subcommittee on National Security, Emerging
Threats, and International Relations, House Committee on Government Reform, Emerging
Threats: Assessing Nuclear Weapons Complex Facility Security Serial No. 108-62, p. 32, June
24, 2003.

87 Prepared statement of Glenn Podonsky, Director, Office of Independent Oversight and Per-
formance Assurance, Department of Energy before the Subcommittee on National Security,
Emerging Threats, and International Relations, House Committee on Government Reform,
Emerging Threats: Assessing Nuclear Weapons Complex Facility Security Serial No. 108-62, pps.
34-38, June 24, 2003.

88 Nuclear Security: DOE’s Office of the Under Secretary for Energy, Science and Environment
Needs to Take Prompt Action to Meet the New Design Basis Threat, p. 31, Government Account-
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89 Testimony of Gene Aloise, Director, Government Accountability Office, DOE/ESE Security:
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If not, some see the need to take the entire security enterprise
out of DOE hands. In her June 24, 2003 testimony, Ms. Brian ar-
gued that it would be beneficial to take both security management
and the Independent Oversight Office out of DOE and to set up an
independent agency to provide security and to oversee nuclear se-
curity from outside DOE.91

2. The Secretary of Energy should develop and implement a coordi-
nated department-wide, multiyear, fully funded implementation
plan for meeting the new DBT requirements

In order to fully meet the new DBT requirements, a coherent de-
partment-wide, multiyear and fully funded implementation plan is
needed. In the April 27, 2004 hearing, Ms. Nazzaro claimed that
DOE had not yet developed official estimates of the overall costs of
DBT implementation.?2 Furthermore, current DBT implementation
cost estimates do not include items such as closing unneeded facili-
ties, transporting and consolidating materials and completing line-
item construction projects.?3 Therefore, Ms. Nazzaro suggested cre-
ating a department-wide implementation plan including the in-
volvement of Environmental Management and the Transportation
Security Agency, and the estimates for construction.94 Ms. Nazzaro
explained that, “because of the importance of successfully integrat-
ing multiple program activities with security requirements, we con-
tinue to believe, as we recommended in April 2004, that DOE
needs to develop and implement a Department-wide, multi-year,
fully resourced implementation plan for meeting the DBT require-
ments that includes important programmatic activities such as the
closure of facilities and the transportation of special nuclear mate-
rials.” 95

In July 2005, Mr. Aloise stated, “to protect these sites, an effec-
tive security program is essential. DOE’s security program begins
with a document known as the design basis threat, which identifies
the size and capabilities of potential adversaries. The 2004 design
basis threat identified a much larger terrorist threat than before,
and it could cost between about $400 million and $600 million to
develop the force necessary to defeat this larger threat.” 96

Emerging Threats: Assessing Nuclear Weapons Complex Facility Security Serial No. 108-62, p.
48, June 24, 2003.
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Subcommittee on National Security, Emerging Threats, and International Relations, House
Committee on Government Reform, Emerging Threats: Assessing Nuclear Weapons Complex Fa-
cility Security Serial No. 108-62, p. 151, June 24, 2003.
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Facility Security Requirements? before the Subcommittee on National Security, Emerging
Threats, and International Relations, House Committee on Government Reform, Serial No. 108—
237, p. 6, Apr. 27, 2004.
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95 Testimony of Robin Nazzaro, Director, Government Accountability Office, Nuclear Security:
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3. The Secretary of Energy should report regularly to relevant con-
gressional oversight committees on the status of DBT implemen-
tation plans including which sites and facilities are currently
considered to be high risk and what steps are being taken to
mitigate these risks to acceptable levels

Regular reports to relevant congressional oversight committees
will assure a more efficient and expedient DBT implementation. It
will also allow Congress to hold DOE accountable for achieving spe-
cific goals and objectives for security reform. Both Ms. Nazzaro and
Ms. Brian strongly supported this recommendation in their testi-
monies. Ms. Nazzaro explained that DOE should regularly report
to Congress in order to assure that the implementation will be fully
funded.?” Ms. Brian further highlighted this recommendation since
consistent reporting will force DOE to maintain DBT implementa-
tion as a top priority.?8 In the June 24, 2003 testimony, Ms. Brian
explained that “there are two things that move any bureaucracy:
one is sustained press attention to a problem and second is con-
gressional oversight . . . without sustained and intensive scrutiny
and oversight, DOE briefings and testimony will not reveal the ac-
tual status of security.” 29

4. The Secretary of Energy should develop a plan and timeline for
the consolidation of special nuclear material

During the course of the DOE nuclear facility security investiga-
tion, the subcommittee heard from a number of witnesses who sup-
port the consolidation of special nuclear material. Ms. Nazzaro
stated, “as far as the category I special nuclear materials, there is
a lot of confusion. We have sites where the site is managed by one
entity within the organization and yet there are materials that are
owned by another entity. One of the strategies that we have pro-
posed in the past is to consolidate materials, move materials to
other sites.” 100

In order to consolidate the special nuclear material, Ms. Brian of-
fered several recommendations in her June 24, 2003 testimony. She
explained that unneeded facilities should be closed, nuclear mate-
rials need to be consolidated and that excess materials should be
immobilized.191 In addition, Ms. Brian explained that “two of the
most secure facilities in the world would provide enough storage for
the entire DOE weapons complex—a secure underground weapons

97 Testimony of Robin Nazzaro, Director, Government Accountability Office, Nuclear Security:
Can DOE Meet Facility Security Requirements? before the Subcommittee on National Security,
Emerging Threats, and International Relations, House Committee on Government Reform, Se-
rial No. 108-237, p. 39, Apr. 27, 2004.

98 Testimony of Danielle Brian, executive director, Project on Government Oversight, Nuclear
Security: Can DOE Meet Facility Security Requirements? (II) before the Subcommittee on Na-
tional Security, Emerging Threats, and International Relations, House Committee on Govern-
ment Reform, Serial No. 108-237, pps. 45-46, June 22, 2004.

99 Testimony of Danielle Brian, executive director, Project on Government Oversight, Emerg-
ing Threats: Assessing Nuclear Weapons Complex Facility Security before the Subcommittee on
National Security, Emerging Threats, and International Relations, House Committee on Govern-
ment Reform, Serial No. 108-62, p. 152, June 24, 2003.

100 Testimony of Robin Nazzaro, Director, Government Accountability Office, Nuclear Security:
Can DOE Meet Facility Security Requirements? (II) before the Subcommittee on National Secu-
rity, Emerging Threats, and International Relations, House Committee on Government Reform,
Serial No. 108-237, p. 46, June 22, 2004.

101 Prepared statement of Danielle Brian, executive director, Project on Government Over-
sight, Emerging Threats: Assessing Nuclear Weapons Complex Facility Security before the Sub-
committee on National Security, Emerging Threats, and International Relations, House Commit-
tee on Government Reform, Serial No. 108-62, p. 103, June 24, 2003.
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storage facility at Kirtland Air Force Base in New Mexico and the
Device Assembly Facility at the Nevada Test Site.” 102 Developing
a plan and timeline for the consolidation of special nuclear material
is critical. If nuclear materials are consolidated to fewer, more eas-
ily-protected sites, less money will be spent on unnecessary sites
and significant health and safety risk to nearby communities will
be mitigated.193 Mr. Podonsky assured that DOE had already un-
dertaken measures to address the consolidation of special nuclear
material. In his June 22, 2004 testimony, he stated, “consolidation
of special nuclear material has perhaps the greatest potential im-
pact on our future protection requirements and programs.” 104 Mr.
Podonsky goes on to explain that “protecting these materials is
among our most difficult security challenges. We can greatly reduce
the difficulty, risk, and costs associated with this mission by dis-
posing of material we no longer need and consolidating the remain-
der in as few locations as operationally feasible.” 105

In June 2004, Mr. Podonsky told the subcommittee, “the Depart-
ment formed a Consolidation of Materials Task Force to identify
opportunities to relocate and consolidate special nuclear materials.
They have already compiled and consolidated a list of excess mate-
rial, a difficult and necessary step toward a comprehensive consoli-
dation plan. In August, they will issue a report identifying short-
term, which is 1 year, and long-term, beyond 1 year, options for
consolidation and relocation. We are making progress in this area,
but the balancing of programmatic cost and risk against security-
related cost and risk is especially difficult. While everyone wants
to see this effort finalized and implemented, we must allow ade-
quate time to prepare a comprehensive plan that is prudent and af-
fordable.” 196 As of February 2006, the Task Force had not yet re-
leased riecommendations or options for consolidating special nuclear
material.

5. The Secretary of Energy should develop and implement a com-
prehensive management plan to improve training, qualifica-
tions, and increase force strength of the security protective force

According to GAO, DOE’s response to the call to develop a com-
prehensive plan to meet the new design basis threat does not go
far enough. Without such a plan, DOE may not be successful in
meeting the requirements of the design basis threat by October
2008.107

Measures must be taken in order to improve the training and
qualifications of an enlarged security protective force. In her June
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24, 2003 testimony, Ms. Brian explained that DOE must increase
the size of its protective force and improve weaponry, tactics, and
command, control and communication.198 In both his June 24, 2003
and June 22, 2004 testimonies, Mr. Podonsky explained that inte-
grating manpower and technology will help achieve more effective
solutions within the security forces, such as the issue of relying on
overtime.199 He also explained that with better training and a
higher set of standards for security forces and security managers,
the security protective force and will be stronger. “We believe rigor-
ous force-on-force performance testing against tough, skilled ag-
gressor forces is one of the most important elements in measuring
the effectiveness of our protective forces and in carrying us forward
to an elite force. We are determined to do our part in advancing
the Department’s ability to conduct effective and informative force-
on-force performance tests as well as improving our ability to ana-
lyze the results of those tests.” 110

There are many factors to consider in ameliorating the status of
the security protective force and all its components. A comprehen-
sive management plan is necessary to help achieve this level of se-
curity. GAO assessed the current readiness of protective forces at
ESE sites and the steps still needed to defend those facilities
against the larger, more capable attackers postulated in the
DBT.111 Their findings point to a generally proficient guard staff
prepared to meet existing standards. But the way forward to meet
the higher DBT threat level is far less clear. Efforts to deploy an
elite protective force, utilize new security technologies and effec-
tively manage ESE security initiatives require coordination and re-
source commitments that GAO is not sure will materialize.112
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